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LleneBana pacnpeaeneHHas nHpopMaLMOHHaNA
cCUcTteMa MHTepHeTa SHeprmm
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DAP — Data Aggregation Point
FAN — Field Area Network
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NAN — Near-me Area Network
VPN — Virtual Private Network
VSO - Virtual System Operator

Firewall

~~ \\
~N
N
\
Internet ]
Provider router DAP
Firewall 5
//
VPN DIS
7~




Application layer

Analytic
Presentation layer
Messaging
Session layer
Security

Transformation
Transport Layer

Network Layer

Data Link Layer Translation

Physical Layer

ApxutekTtypa nnatgpopMbli

Applications JJ

1

N

(G0

Multiprotocol
services

v Converter
processing
v4 server

XNMP
v | AmQP
mMQTT

DDS

Multitransport
services

DTLS/TLS
TCP/UDP
IEEE Std 802.3

IEEE Std 802.22

[ | JJ [ |
Applications

I

API: .h, .so, .dll, REST

Pl-Kernel

Process management

Queue management

Data logistic (router) management
(control QoS)

Guarantee delivery management

API: .h, .so, .dll

Security management

Systems environment initialization

AMIGO+
Security tools
Data Access Control
>
= Password
{7 management
° Logging
=
Integrity Control

Data source management

API: .h, .so, .dll

Privileged Identity
Management



O630p NpOTOKOJZ1I0B B3anMoaencrema*

-
( Applicati ] Metering SCADA N
F’E;CZ‘?O” Other Applications IEC 61968 CIM, ANSI C12.22, IEC 61850, 60870 DNS, NTP, IPfix/Netflow, SSH
. y y DLMS/COSEM,... DNP3/IP, Modbus/TCP,... RADIUS, AAA, LDAP, SNMP,...
([ Session | Web Services, EXI, SOAP, (RFC 6272 IP in Smart Grid)
L Layer RestFul, HTTPS/CoAP /
s N )
Transport DTLS/TLS
| Layer UDP/TCP
>
Network IPV6/ 1PV Addressing, Routing, Multicast, QoS,
Ll v v Security
(G
4 802.1X / EAP-TLS & IEEE 802.11i based Access Control
LLC N — IPV6 over PPP
RFC 5072
[ 6LOWPAN (RFC 6282) IPV6 over Ethernet (RFC 2464) IP or Ethernet ( )
Convergence SubL.
Data { 802.15.9 KMP A )
Lt Y N N % N
Layer IEEE 802.15.4e MAC enhancements
l\A/\I - N7 N IEEE 802.11 IEEE 802.3 IEEE 802.16 IEEE 802.22 2G, 3G, LTE
IEEE 802.15.4 IEEE 1901.2 Wi-Fi Ethernet WiIMAX WRAN Cellular
c . Ee 802.15.4 frame
including FHSS format
\ A A A A / \ J
4 Y % Y Y N 4 A
Physical IEEE 802.15.4g IEEE 1901.2 IEEE 802.11 IEEE 802.3 IEEE 802.16 IEEE 802.22 2G. 3G. LTE
L}; or 2.4GHz, 915, 868MHz NB-PLC Wi-Fi Ethernet WiIMAX TV White éellljlar
y DSSS, FSK, OFDM OFDM 2.4,5 GHz, Sub-GHz UTP, FO 1.x-3.x GHz Space
\. N I 4N A A A A J

*-802.24.1 Smart Grid TAG Consolidated White Paper Presentation




BapuaHT peasim3auuMm MHTerpauMoHHom nnardopmbl
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TexXHOJIOrmea U opraHmsauua MUHTEerpupoBaHHOINo XpaHuauvila
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HoBble NpUHLUNbI YNIPaBJIEHUU CJI0XKHbBIMU 06BbeKTaMm C
npuMeHeHneM TeXHONormm umdppoBbiX ABOMHUKOB

YnpasneHue
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OcHoBHOE
NPOTMBOPEYNE — Mexay
pacTylwmmmn obbemamm
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060CHOBAHHOCTbIO
NPUHMMAEMbIX peLleHN
yCTpaHAeTcA Ha OCHOoBe
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BO3MoKHocTen JIMP
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MpumeHeHue UUPpPOBbIX ABONHUKOB
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CornacoBsaHue

MNoppepKaHue B
COrNacoBaHHOM COCTOSIHUM
unMdpoBOro ABOMHMKA U €ro
peanbHoro nportoTtuna (t)



TexHOoNIoOrmsa pacyeToB U UCMNOJIHEHUSA AONrOBOPHbIX
06s3aTenbCTB C NTPUMEHEHUEM KN6epKOHTPaKTOB

Ha3HaueHue — bopmUpoBaHME CUCTEMbI YNPaB/IEHUA B3aUMHbIMM 06513aTeNbCTBAMM BCEX 3aUHTEPECOBAHHbIX CTOPOH
B LMPPOBOM 3IKOHOMUKE (OpPraHOB rocyJapcTBEHHOM BNacTU, bBU3Heca, rpaxaaHCcKoro obLecTsa 1 HayyHo-
obpasoBaTenbHOro coobulecTsa).

BHyTpeHHne

3a gaqu: MHPOPMAaLMOHHbIE BaHK
EHSEEME Mpoueccop UCNoNHEHUA KMbepKoHTpaKTa
1. WHnumnauyms npoueccos n Aorosoptiore HopmatusHo-npasosas u
KOHTPO/Ib UX UCMOJIHEHUSA B Qeotece KnbepKoHTpakT 3aKoHogaTenbHan 6asa
PaMKax 4O0roBsopHbIX JloTMKa B3aUMHBIX KoHTponbHo-
obasarenbcre peBM3NOHHbIE OpraHbl
06a3aTeNbCTB; .
ERP (Enterprise
2. KOHTpOfIb (OGQCI’IE‘-IQHVIQ Resource Planning)
|'|p03pa‘-|HOCTV|) ABUNXEHUA ECM (Enterprise
fleHer 1 NoBbIWeHne Content Management)
B3aMMHOr0 0Bepus Bl (Business Intelligence) de)on*:::J:::HHble
YYaCTHUKOB; CRM (Customer SR
Relationship Management)
3. VCTpaHeHVIe Napa3nTHbIX
. HRM (Human
AEHEXHbBIX NOTOKOB; Resource Management)

4. MnHMUMM3AUMA HaKNAOHbIX
Pacxo40B.
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